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Cryptographyis one of the essential methods to protect the sensitive information. However, the security of
cryptographic schemes mainly depends onthe security of the confidential keysinvolvedin such schemes.
A hardware security module (HSM) is a secure computing hardware that was particularly designed
to guarantee the security of cryptographic keys during their lifecycle, i.e., generation, cryptographic
operation, and destruction. The mostimportant keys of information systems are managed by HSMs
which are equipped with the most advanced protection mechanisms to prevent, detect, and respond to
any security threats. Indeed, HSMs are considered as a Root-of-Trust as they are trusted to perform all
critical cryptographic operations while keeping security keys safe from exposure.

SADAF is an HSM that was designed and implemented by the experts of Parsa Sharif Research Center.
SADAF has met all functional and security requirements that were specified in international industrial
standards such as FIPS 140-2 Level 3and PKCS#11. It supports all de-facto cryptographic algorithms
and provides an advanced multi-layer protection mechanism for security keys. Computing performance of
SADAFis comparableto the foreign HSMs currently available and utilized in Iran providing a viable option
forthe large information systems such as banks and mobile operators.
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